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Network	protocols	are	often	named	in	technical	articles,	but	what	are	they?	Network	is	easily	understandable	on	its	own,	protocol	as	well,	but	together?	What	do	we	mean	with	“network	protocol”?	The	ambiguous	but	accurate	answer	would	be:	what	allowed	you	to	read	this	article.	I	know,	not	very	helpful.	But	it	is	the	absolute	truth.	Network
protocols	are	like	languages:	they	exist	to	allow	communication	between	different	devices	and	services.	Like	human	languages,	you	need	to	have	a	common	language	between	you	and	your	interlocutor,	or	you	cannot	communicate.	There	are	network	protocols	for	various	tasks.	All	of	them	allow	devices	and	services	to	talk	to	each	other,	but	not	all
share	the	same	type	of	content.	Since	the	very	first	phone	line	was	born,	network	protocols	for	sharing	files,	for	printing	from	a	remote	printer,	or	for	voice	talking	have	been	developed.	Literally	dozens	of	network	protocols	exist	nowadays,	from	the	basic	and	general	ones	to	super-specific	ones.	How	does	a	network	protocol	work?	A	network	protocol
is	also	called	a	“communication	protocol”,	or	“network	communication	protocol”.	Technically,	a	protocol	of	this	class	is	defined	as	a	set	of	rules	for	exchanging	information	over	a	network.	It	is	similar	to	a	human	language,	where	the	rules	are	the	syntax	and	grammar	of	the	language,	while	the	info	translates	to	the	words	we	say	or	write.	Any	network
protocol	works	according	to	certain	rules,	for	a	precise	scope.	The	rules	deal	with	“how	the	info	should	be	transmitted”.	They	usually	establish	the	order	and	meaning	of	some	metadata	that	will	tell	the	receiving	device	what	protocol	is	being	used.	Similar	to	a	human	conversation,	where	somebody	thanks	you,	and	you	know	that	you	should	politely
reply	with	“you’re	welcome”,	network	protocols	have	a	set	number	of	expected	responses	to	each	type	of	message.	Not	every	device	supports	every	protocol,	like	not	every	human	speaks	all	languages.	For	instance,	a	device	may	support	a	network	monitoring	protocol,	while	an	administrator	may	need	to	monitor	its	functioning.	A	different	device	may
support	a	network	management	protocol	because	it	is	meant	to	manage	other	devices	through	one	of	those	protocols.	Unlike	human	languages	that	can	be	all	used	to	speak	and	write,	network	protocols	are	more	specific.	There	are	network	monitoring	protocols	that	exchange	info	about	the	status	of	a	device,	to	monitor	it.	Network	security	protocols
securely	exchange	messages	that	contain	sensitive	info	(by	encrypting	them	via	complicated	mathematical	algorithms).	Network	protocols	exist	to	exchange	files	(FTP),	show	web	pages	(HTTP),	connect	to	a	remote	device	(SSH),	monitor	and	configure	it	(SNMP),	and	so	on.	Some	protocols	have	multiple	functions.	HTTP,	for	example,	was	born	to
distribute	hypermedia	texts	(commonly	called	web	pages)	but	has	grown	into	multiple	uses,	ranging	from	streaming	videos	to	voice	calls.	If	you’re	confused	now,	don’t	worry,	the	experts	felt	the	same	way.	Already	in	the	1970s,	when	most	network	systems	we	use	today	were	being	created,	the	OSI	Network	Model	was	developed	to	facilitate	the
interoperability	between	networks	by	following	a	system	of	conceptual	layers.	There	are	7	layers	in	total,	starting	from	the	bottom,	the	hardware,	and	ending	on	the	one	closest	to	humans,	the	application	layer.	We	will	match	each	protocol	to	the	various	OSI	model	layers	in	the	course	of	this	article,	when	appropriate.	The	full	list	of	layers,	with	an
explanation,	can	be	found	here.	Who	uses	network	protocols?	I	guess	you	know	the	answer	to	this	question	already:	everybody.	Network	protocols	aren’t	just	for	IT	specialists	and	network	administrators,	since	every	one	of	us	leverages	them	in	one	way	or	another.	Simply	browsing	the	internet,	sending	an	email,	receiving	an	SMS	message,	or	chatting
with	friends	means	using	a	network	protocol.	Often	even	more	than	one	at	the	same	time.	Experts	have	protocols	for	network	monitoring	to	help	them	troubleshoot	issues	in	a	network,	as	it’s	part	of	their	job.	Most	people	on	the	other	hand	won’t	use	any	network	monitoring	protocols	at	all.	Like	natural	languages,	you	learn	and	use	only	those	that	are
useful	to	you.	No	need	to	know	them	all.	But	if	you	are	more	than	an	average	user,	you	may	want	to	know	which	protocols	you	can	use	to	monitor	a	network	or	what	network	management	protocols	are	out	there.	What	types	of	network	protocols	exist?	There	are	thousands	of	network	protocols	in	use	today,	but	we	will	focus	on	three	main	areas:
network	communication,	network	management,	and	network	security.	The	reason	is	simple:	the	first	are	the	most	used,	and	by	a	great	deal.	The	management	ones	are	what	we	are	more	interested	in	and,	last	but	certainly	not	least,	the	security	protocols	are	of	primary	importance	in	monitoring.	Network	communication	protocols	Network
communication	protocols	are	the	basic	type	of	network	protocols,	born	to	transmit	info	over	a	network.	Thus,	they	communicate	info,	be	it	generic	or	specific.	Most	of	these	protocols	are	commonly	known	and	the	base	on	which	the	whole	Internet	relies.	IP	and	TCP/UDP	The	IP	protocol	is	the	root	of	the	Internet.	Without	it,	it	wouldn’t	have	existed	in
the	first	place.	How	it	works	is	easily	understood,	as	its	terminology	has	become	part	of	what	we	all	use	to	describe	the	Web.	IP	works	by	delivering	packets	from	a	source	host	to	a	destination	IP	address.	It	is	also	a	routing	protocol,	as	it	established	the	concept	of	numerical	addresses	and	their	various	classes.	Depending	on	how	the	numbers	are
distributed,	a	packet	can	be	meant	for	a	local	network	(LAN)	or	an	external	one	(WAN).	Basically,	the	Internet	is	everybody’s	WAN.	IP	is	a	connectionless	protocol,	meaning	that	there’s	no	established	procedure	to	start	communicating	with	a	host.	You	just	start	talking	and	go	on	according	to	the	reply	(or	lack	thereof).	Connection-oriented	protocols
instead	have	a	rigid	way	to	start	communicating,	involving	a	series	of	queries	and	replies	that	have	to	be	followed	for	the	info	to	be	correctly	transmitted	and	received.	An	example,	built	on	IP,	is	TCP	(Transmission	Control	Protocol).	You	may	have	heard	of	TCP/IP.	It	is	so	popular	that	it	is	being	associated	with	the	main	network	communication
protocol	of	the	internet.	The	other	side	of	TCP	is	UDP	(User	Datagram	Protocol).	Unlike	TCP,	UDP	is	way	less	rigid,	just	taking	care	of	how	to	package	messages	and	sending	them	as	fast	as	possible.	Even	though	it	is	generally	preferred	over	TCP	for	pure	speed,	you	have	no	guarantee	that	the	other	end	is	correctly	receiving	your	messages,	nor
actually	understanding	them.	Among	the	OSI	model	layers,	IP	sits	at	the	number	3,	the	network.	TCP	and	UDP	are	above	it,	at	layer	4,	transport.	DNS	DNS	is	another	key	protocol	of	the	internet.	If	IP	gives	every	device	an	address	(like	a	name	of	a	person),	DNS	(Domain	Name	System)	translates	them	to	a	specific	position	on	a	network	(like	the
address	of	your	home).	DNS	is	the	address	registry	of	the	Web,	knowing	which	IP	address	corresponds	to	what	domain	name,	and	vice	versa.	DNS	allows	you	to	type	a	website	in	the	browser	and	be	led	to	the	right	one.	Internet	providers	keep	a	“name	server”	for	their	customers	that	has	records	of	all	the	IP	addresses	in	their	“zone”.	The	whole
internet	is	divided	into	lots	of	these	small	zones.	When	you	look	for	a	website	by	its	domain,	your	request	moves	from	the	one	physically	closest	to	you	to	the	farthest	necessary	to	have	a	positive	answer.	Once	you	have	the	IP	address,	the	task	of	DNS	is	done,	and	you	can	move	to	other	network	protocols	to	start	sharing	the	data	you	wanted.	Perhaps
unexpectedly,	DNS	is	at	the	very	top	of	the	OSI	layers,	the	application	one,	number	7.	HTTP	and	FTP	We	are	grouping	these	together	because	they	have	a	similar	scope.	HTTP	is	usually	the	next	protocol	you	go	to	once	DNS	gives	you	the	IP	address	matching	the	domain	you	sought.	HTTP	takes	care	of	transmitting	the	content	that	resides	at	that
domain.	Plain	and	simple.	FTP	does	roughly	the	same.	It	stands	for	File	Transfer	Protocol	and,	as	guessable	from	the	name,	focuses	on	transmitting	files	instead	of	webpages.	Files	can	be	extremely	large,	gigabytes	and	more.	Once	very	popular,	it	has	become	less	so	in	recent	years	as	HTTP	has	taken	over	most	of	what	FTP	once	did.	Both	HTTP	and
FTP	work	over	TCP/UDP	packets,	and	are	at	the	application	layer	of	the	OSI	model.	SMTP	An	example	of	a	protocol	that	is	specific	for	one	task	only,	SMTP	(Simple	Mail	Transfer	Protocol)	transmits	e-mails.	And	only	that.	It	does	not	receive	e-mails,	since	other	protocols	do	that	instead.	SMTP	only	sends	them.	One	task	only,	but	done	so	well	that	it	has
been	the	network	protocol	for	it	since	the	early	1980s.	SMTP	not	only	sends	your	e-mails	but	adds	the	necessary	headers	(the	"From"	and	"To"	fields	in	e-mails	are	headers),	and	makes	sure	that	the	recipient	has	received	the	mail.	Similarly	to	TCP,	there	are	different	requests	to	ensure	proper	sending	and	receiving	of	messages.	SMTP	is	another
protocol	of	the	application	layer	of	the	OSI	model.	Network	management	protocols	Over	the	years,	the	need	to	manage	devices	has	grown	alongside	the	size	of	networks.	What	was	once	a	handful	of	computers,	all	in	the	same	room,	has	become	tens	or	hundreds	of	them,	scattered	in	multiple	locations	worldwide,	often	under	more	than	one
organization.	Managing	them	all	is	a	difficult	task.	Network	management	protocols	were	developed	to	specifically	ease	that	burden.	SNMP	As	we	have	talked	about	Simple	Network	Management	Protocol	(SNMP)	before,	a	long	explanation	is	unnecessary.	Suffice	to	say,	SNMP	is	the	granddad	of	network	management	protocols,	hailing	from	the	early
1980s	and	still	largely	used	today.	Many	alternatives	exist,	though,	which	we	discuss	elsewhere.	Its	function	is	twofold:	it	not	only	manages	(configures)	remote	devices,	but	can	be	used	for	network	monitoring	as	well.	The	protocol	is	based	on	the	concept	of	a	manager	and	an	agent.	The	first	manages	the	various	devices	on	which	the	agents	are
installed	and	keeps	track	of	all	collected	metrics.	Agents	keep	an	eye	on	the	device	they	are	on	and	may	send	an	alert	to	the	manager	if	something	is	off.	These	are	the	basics	of	a	fairly	complex	protocol.	SNMP	has	been	the	main	network	monitoring	protocol	for	over	4	decades.	It	is	present	on	the	OSI	model	at	layer	7,	application.	Network	security
protocols	In	this	section,	we	will	see	a	few	network	protocols	that	focus	on	ensuring	secure	communication.	They	are	not	like	human	languages	but	more	like	a	code	that	is	preemptively	exchanged	between	two	people,	where	a	symbol	or	number	means	something	only	to	those	who	know	the	code.	Network	security	protocols	are	the	equivalent	of	such
codes	in	computers.	SSL	and	TLS	SSL	(Secure	Sockets	Layer)	is	indeed	a	layer	over	other	protocols.	Commonly,	it	is	used	with	HTTP,	making	it	HTTPS	(S	for	secure).	SSL	was	born	in	1995	to	provide	a	way	to	securely	transmit	info	in	the	Netscape	browser.	Since	then,	all	browsers	have	implemented	it.	How	does	it	work	though?	It	encrypts	all	data
transmitted	by	using	a	combination	of	cryptographic	keys	and	public	certificates,	along	with	a	hashing	algorithm.	Lots	of	new	words	that	can	be	easily	translated:	two	computers	agree,	automatically,	on	how	to	encrypt	the	data	they	are	going	to	exchange.	The	server	provides	its	digital	certificate,	a	file	containing	a	long	alphanumeric	string
representing	the	identity	of	the	server.	The	client	then	knows	that	the	server	is	who	it	claims	to	be,	as	only	that	server	should	have	that	specific	certificate.	After	that,	a	couple	of	keys	(other	alphanumeric	files)	are	generated	based	on	the	certificate	and	used	to	mathematically	encrypt	all	the	data	transferred	from	then	on.	Sounds	like	a	lot	of
complicated	steps,	but	everything	is	transparent	to	the	user.	No	step	is	manual,	all	is	automatic.	SSL	was	plagued	with	flaws	and	security	issues	from	the	beginning.	It	is	now	deprecated	in	favor	of	a	more	robust	network	security	protocol,	TLS	(Transport	Layer	Security).	It	does	exactly	the	same	as	SSL,	just	more	safely.	Curiously,	neither	SSL	nor	TLS
fit	clearly	in	the	OSI	model	layers.	They	are	supposed	to	be	somewhere	between	the	fourth	and	fifth,	the	transport	and	session	layers.	SSH	Along	the	same	years	as	SSL,	the	network	security	protocol	SSH	(Secure	Shell	Protocol)	was	also	developed.	SSH	works	in	concept	similar	to	SSL/TLS:	a	client	and	a	server	exchange	a	set	of	keys	and/or
certificates	to	encrypt	the	data	they’re	exchanging.	We	said	“or”	as	with	SSH	it	is	not	necessary	to	have	a	digital	certificate.	Authentication	can	be	done	via	the	typical	pair	of	username	and	password,	and	then	only	digital	keys	are	used.	The	certificate	under	SSH	is	useful	to	automatically	authenticate,	without	a	user	present	to	type	the	name	and
password.	SSH	is	thus	a	bit	more	flexible	than	SSL/TLS.	It	is	usually	not	solely	used	as	a	network	security	protocol,	but	also	as	a	protocol	for	monitoring	network	health.	It	can	be	considered	as	one	of	the	network	monitoring	protocols	as	well.	This	is	because	SSH	gives	complete	access	to	a	remote	computer,	not	just	exchanging	encrypted	data.	Once
access	is	granted,	you	can	manage,	configure,	and	monitor	the	remote	computer	like	it	was	yours.	SSH	is	a	great	example	of	a	network	protocol	that	has	more	than	one	use.	SSH	is	on	the	OSI	model	at	layer	7,	application.	IPSec	IPSec	stands	for	Internet	Protocol	Security	and	the	name	should	already	tell	you	where	it	sits	in	the	OSI	model	layer.	It	is
the	equivalent	to	IP,	but	secure.	Thus,	it	is	very	low,	at	layer	3.	You	probably	have	not	heard	of	IPSec	per	se,	but	of	its	most	famous	use:	VPN.	A	virtual	private	network	is	like	having	remote	computers	like	they	were	in	your	network,	close	to	you.	That	works	because	IPSec	takes	care	of	creating	a	“tunnel”,	an	encrypted	communication	between
computers,	joining	them	virtually	together	as	if	they	were	physically	close.	The	tunnel	is	established	similarly	to	how	SSH	and	SSL	work,	so	no	big	surprises	here.	However,	it	is	not	used	to	exchange	data	with	random	servers,	like	SSL/TLS,	or	to	access	them,	like	SSH,	but	to	have	secure	communication	with	multiple	servers.	That’s	the	definition	of	a
VPN.	IPSec	is	the	network	communication	and	security	protocol	that	allows	a	VPN	to	work.	It	is	typically	used	by	companies	to	protect	the	communication	among	all	the	computers	in	their	organization,	even	if	they	can’t	physically	be	on	the	same	network.	What	is	a	network	monitoring	protocol?	Another	type	of	network	protocols	that	focus	on	one
task	are	network	monitoring	protocols.	They	are	subtypes	of	network	communication	protocols	because,	after	all,	they	also	exchange	info.	But	whereas	those	are	generic,	network	monitoring	protocols	are	all	about	transmitting	data	that	can	be	used	by	a	network	administrator	to	identify	issues	in	the	network.	Compared	with	a	human	language,	they
are	like	people	who	regularly	communicate	with	their	doctors	how	they	feel,	and	the	doctor	interprets	their	words	to	come	up	with	a	cure,	if	needed.	Which	protocol	can	be	used	for	network	monitoring?	SNMP	is	probably	the	main	one.	It	is	often	a	good	answer	to	the	which	protocol	can	be	used	for	network	monitor	question.	However,	it	is	not	the	only
one.	A	handful	of	other	network	monitoring	protocols	are	a	worthy	choice	as	well.	NetFlow	and	IPFIX	Cisco’s	proprietary	NetFlow	was	the	main	competitor	to	SNMP	in	network	monitoring	for	years.	It	is	now	superseded	by	IPFIX	(IP	Flow	Information	Export),	which	is	based	on	it.	Both	protocols	are	“focused”	network	communication	protocols	as	well.
Focused,	because	instead	of	collecting	everything	that	is	being	transmitted	between	network	devices,	they	only	collect	parts	of	it.	This	way,	they	have	a	general	idea	of	where	traffic	is	coming	from	and	going	to.	These	parts	are	called	“flows”.	Compared	to	human	languages,	these	flows	are	like	talking	in	broad,	general	concepts	and	ideas	instead	of
going	into	detail.	For	network	monitoring,	it	can	be	advantageous	to	only	have	a	general	idea	of	how	traffic	moves.	It	eases	the	troubleshooting	of	issues	and	bottlenecks,	initially.	It	is	always	possible	to	delve	deeper	in	the	info	NetFlow	and	IPFIX	captured	as	flows	later,	if	desired.	WMI	and	MI	A	popular	choice	for	network	monitoring	under	Windows
is	WMI	(Windows	Management	Instrumentation).	A	fairly	complex	network	monitoring	protocol,	WMI	is	similar	in	scope	to	a	hybrid	of	SSH	and	SNMP.	It	allows	both	to	access	metrics	to	monitor	a	device	and	to	have	full	access	to	it.	Thus,	powerful.	It	doesn’t	have	the	security	aspects	of	SSH,	though,	so	it	is	not	a	network	security	protocol.	WMI	has
morphed	into	MI	(Management	Infrastructure),	supported	by	all	the	recent	Windows’	versions.	It	works	very	similar	to	WMI	but	addresses	some	issues	the	original	Windows-based	network	monitoring	protocol	had.	ICMP	A	barebone	network	monitoring	protocol	is	ICMP.	An	acronym	for	Internet	Control	Message	Protocol,	it	is	one	of	the	oldest	and
simplest	network	protocols.	It	sits	at	a	low	OSI	model	layer,	number	3,	along	with	IP,	and	it	hails	from	the	same	technological	era.	Its	simplicity	is	its	strength.	All	ICMP	takes	care	of	is	checking	that	a	device	is	up	and	replying.	It	is	like	two	people	repeatedly	checking	on	each	other	with	“are	you	there?”.	The	answer,	in	the	case	of	ICMP,	is	either	yes
or	no	answer	at	all.	In	this	case,	an	issue	may	be	present	and	may	be	worth	investigating	further.	It	is	nothing	fancy,	but	for	a	first	step	in	troubleshooting	possible	network	problems,	ICMP	works	just	fine.	IT	monitoring	platform	The	heart	of	the	Checkmk	platform	is	the	High	Performance	Core,	designed	to	scale	up	to	millions	of	services	monitored
while	still	retaining	a	small	footprint.	Its	REST	API	and	many	automations,	such	as	the	auto-registration	of	hosts,	take	manual	work	off	your	IT	team’s	shoulders.	Checkmk	not	only	monitors	everything	that	powers	your	business,	but	also	keeps	it	secure,	thanks	to	granular	access	control,	encryption,	and	2FA.	Acquire	Monitor	everything,	don’t	miss
anything:	our	industry-leading	selection	of	2,000+	vendor-maintained	plug-ins	allows	automated	acquisition	of	health	statuses	and	metrics	from	a	multitude	of	data	sources	across	servers,	networks,	clouds,	containers,	and	applications.	Don’t	waste	your	time	deciding	what	to	monitor	and	how	to	configure	it.	Checkmk	is	ready	in	minutes,	recognizes
automatically	which	data	is	relevant	to	monitor,	and	displays	key	metrics	in	ready-to-use	graphs.	Analyze	Benefit	from	pre-defined	thresholds	for	alerts	that	provide	out-of-the-box	health	assessment	capabilities	for	the	vast	majority	of	hosts	in	your	IT	infrastructure.	Analyze	performance	using	built-in	time-series	analyzes,	or	compare	metrics	across
multiple	graphs	at	a	glance.	Review	historical	stats	to	forecast	your	future	IT	infrastructure	requirements,	or	to	determine	the	root	cause	of	degraded	performance	and	abnormal	behavior.	Alert	Avoid	notification	overload	by	alerting	only	the	team	responsible	for	a	specific	point	of	failure.	Easily	configure	alerts	in	granular	manner	and	automate
escalation	of	issues	when	they	are	not	handled	on	time.	Streamline	your	team’s	workload	by	automatically	creating	tickets	in	third-party	tools,	such	as	ServiceNow,	Jira,	and	many	more,	or	send	traditional	text	notifications	via	email,	SMS	or	Slack.	Resolve	Get	ultimate	visibility	from	both	built-in	and	custom	dashboards	packing	key	metrics	and	real-
time	insights.	Empower	your	strategy	with	Business	Intelligence,	which	provides	a	bird’s-eye	view	on	the	availability	and	performance	of	key	business	processes,	by	mapping	application	dependencies	and/or	aggregating	various	services	and	hosts	into	a	single	state.	Take	advantage	of	custom	self-healing:	use	the	alert	handler	to	automatically	trigger
actions	upon	detection	of	new	problems.	Share	—	copy	and	redistribute	the	material	in	any	medium	or	format	for	any	purpose,	even	commercially.	Adapt	—	remix,	transform,	and	build	upon	the	material	for	any	purpose,	even	commercially.	The	licensor	cannot	revoke	these	freedoms	as	long	as	you	follow	the	license	terms.	Attribution	—	You	must	give
appropriate	credit	,	provide	a	link	to	the	license,	and	indicate	if	changes	were	made	.	You	may	do	so	in	any	reasonable	manner,	but	not	in	any	way	that	suggests	the	licensor	endorses	you	or	your	use.	ShareAlike	—	If	you	remix,	transform,	or	build	upon	the	material,	you	must	distribute	your	contributions	under	the	same	license	as	the	original.	No
additional	restrictions	—	You	may	not	apply	legal	terms	or	technological	measures	that	legally	restrict	others	from	doing	anything	the	license	permits.	You	do	not	have	to	comply	with	the	license	for	elements	of	the	material	in	the	public	domain	or	where	your	use	is	permitted	by	an	applicable	exception	or	limitation	.	No	warranties	are	given.	The
license	may	not	give	you	all	of	the	permissions	necessary	for	your	intended	use.	For	example,	other	rights	such	as	publicity,	privacy,	or	moral	rights	may	limit	how	you	use	the	material.	A	network	protocol	is	an	established	set	of	rules	that	determine	how	data	is	transmitted	between	different	devices	in	the	same	network.	Essentially,	it	allows
connected	devices	to	communicate	with	each	other,	regardless	of	any	differences	in	their	internal	processes,	structure	or	design.	Network	protocols	are	the	reason	you	can	easily	communicate	with	people	all	over	the	world,	and	thus	play	a	critical	role	in	modern	digital	communications.	Similar	to	the	way	that	speaking	the	same	language	simplifies
communication	between	two	people,	network	protocols	make	it	possible	for	devices	to	interact	with	each	other	because	of	predetermined	rules	built	into	devices’	software	and	hardware.	Neither	local	area	networks	(LAN)	nor	wide	area	networks	(WAN)	could	function	the	way	they	do	today	without	the	use	of	network	protocols.	Network	protocols	take
large-scale	processes	and	break	them	down	into	small,	specific	tasks	or	functions.	This	occurs	at	every	level	of	the	network,	and	each	function	must	cooperate	at	each	level	to	complete	the	larger	task	at	hand.	The	term	protocol	suite	refers	to	a	set	of	smaller	network	protocols	working	in	conjunction	with	each	other.Network	protocols	are	typically
created	according	to	industry	standard	by	various	networking	or	information	technology	organizations.	The	following	groups	have	defined	and	published	different	network	protocols:While	network	protocol	models	generally	work	in	similar	ways,	each	protocol	is	unique	and	operates	in	the	specific	way	detailed	by	the	organization	that	created	it.Who
Uses	Network	Protocols?Network	protocols	aren’t	only	relevant	to	certified	network	specialists	or	IT	professionals.	Billions	of	people	use	network	protocols	daily,	whether	they	know	it	or	not.	Every	time	you	use	the	internet,	you	leverage	network	protocols.	Though	you	may	not	know	how	network	protocols	work	or	how	frequently	you	encounter	them,
they	are	necessary	for	using	the	internet	or	digital	communications	in	any	capacity.	List	of	Network	ProtocolsThere	are	thousands	of	different	network	protocols,	but	they	all	perform	one	of	three	primary	actions:	Communication	Network	managementSecurityEach	type	is	necessary	to	use	network	devices	swiftly	and	safely,	and	they	work	together	to
facilitate	that	usage.	Communication	Communication	protocols	allow	different	network	devices	to	communicate	with	each	other.	They	are	used	in	both	analog	and	digital	communications	and	can	be	used	for	important	processes,	ranging	from	transferring	files	between	devices	to	accessing	the	internet.	Common	types	of	communication	protocols
include	the	following:Automation:	These	protocols	are	used	to	automate	different	processes	in	both	commercial	and	personal	settings,	such	as	in	smart	buildings,	cloud	technology	or	self-driving	vehicles.Instant	messaging:	Instantaneous,	text-based	communications	on	smartphones	and	computers	occur	because	of	a	number	of	different	instant
messaging	network	protocols.Routing:	Routing	protocols	permit	communication	between	routers	and	other	network	devices.	There	are	also	routing	protocols	specifically	for	ad	hoc	networks.Bluetooth:	Ever-popular	Bluetooth	devices	—	including	headsets,	smartphones	and	computers	—	work	due	to	a	variety	of	different	Bluetooth	protocols.File
transfer:	If	you	have	ever	moved	files	from	one	device	to	another,	either	via	a	physical	or	digital	medium,	you’ve	used	file	transfer	protocols	(FTP).	Internet	Protocol:	Internet	Protocol	(IP)	allows	data	to	be	sent	between	devices	via	the	internet.	The	internet	could	not	operate	as	it	currently	does	without	IP.	Network	ManagementNetwork	management
protocols	define	and	describe	the	various	procedures	needed	to	effectively	operate	a	computer	network.	These	protocols	affect	various	devices	on	a	single	network	—	including	computers,	routers	and	servers	—	to	ensure	each	one,	and	the	network	as	a	whole,	perform	optimally.	The	functions	of	network	management	protocols	include	the
following:Connection:	These	protocols	establish	and	maintain	stable	connections	between	different	devices	on	the	same	network.Link	aggregation:	Link	aggregation	protocols	allow	you	to	combine	multiple	network	connections	into	one	link	between	two	devices.	This	works	to	increase	the	strength	of	the	connection	and	helps	sustain	the	connection
should	one	of	the	links	fail.Troubleshooting:	Troubleshooting	protocols	allow	network	administrators	to	identify	errors	affecting	the	network,	evaluate	the	quality	of	the	network	connection,	and	determine	how	administrators	can	fix	any	issues.	SecuritySecurity	protocols,	also	called	cryptographic	protocols,	work	to	ensure	that	the	network	and	the
data	sent	over	it	are	protected	from	unauthorized	users.	Common	functions	of	security	network	protocols	include	the	following:Encryption:	Encryption	protocols	protect	data	and	secure	areas	by	requiring	users	to	input	a	secret	key	or	password	in	order	to	access	that	information.Entity	Authentication:	Entity	authentication	protocols	create	a	system
that	requires	different	devices	or	users	on	a	network	to	verify	their	identity	before	accessing	secure	areas.Transportation:	Transportation	security	protocols	protect	data	while	it	is	transported	from	one	network	device	to	another.	Network	Protocol	ExampleWhether	you	know	it	or	not,	you’ve	absolutely	encountered	network	protocols	when	using
electronic	devices	–	and	some	of	them	are	readily	identifiable.	Here	are	a	few	examples	of	the	most	commonly	used	network	protocols:Hypertext	Transfer	Protocol	(HTTP):	This	Internet	Protocol	defines	how	data	is	transmitted	over	the	internet	and	determines	how	web	servers	and	browsers	should	respond	to	commands.	This	protocol	(or	its	secure
counterpart,	HTTPS)	appears	at	the	beginning	of	various	URLs	or	web	addresses	online.Secure	Socket	Shell	(SSH):	This	protocol	provides	secure	access	to	a	computer,	even	if	it’s	on	an	unsecured	network.	SSH	is	particularly	useful	for	network	administrators	who	need	to	manage	different	systems	remotely.	Short	Message	Service	(SMS):	This
communications	protocol	was	created	to	send	and	receive	text	messages	over	cellular	networks.	SMS	refers	exclusively	to	text-based	messages.	Pictures,	videos	or	other	media	require	Multimedia	Messaging	Service	(MMS),	an	extension	of	the	SMS	protocol.Network	protocols	do	not	simply	define	how	devices	and	processes	work;	they	define	how
devices	and	processes	work	together.	Without	these	predetermined	conventions	and	rules,	the	internet	would	lack	the	necessary	infrastructure	it	needs	to	be	functional	and	useable.	Network	protocols	are	the	foundation	of	modern	communications,	without	which	the	digital	world	could	not	stand.CompTIA	Network+	covers	computer	networking
topics	including	network	protocols.	Download	the	exam	objectivesto	see	all	the	topics	covered	by	this	IT	certification.	Read	more	about	Computer	Networks.	Nuestra	experiencia	siempre	contigo.	Protegemos	tu	negocio	de	cualquier	amenaza.	4.88MDD,	costo	promedio	global	de	una	filtración	de	datos	en	20242,244Ataques	diarios	enfrenta	un	solo
ordenador,	uno	cada	39	segundos.277Días	toma	en	promedio	identificar	y	contener	una	filtración	activa	System	for	exchanging	messages	between	computing	systems	A	communication	protocol	is	a	system	of	rules	that	allows	two	or	more	entities	of	a	communications	system	to	transmit	information	via	any	variation	of	a	physical	quantity.	The	protocol
defines	the	rules,	syntax,	semantics,	and	synchronization	of	communication	and	possible	error	recovery	methods.	Protocols	may	be	implemented	by	hardware,	software,	or	a	combination	of	both.[1]	Communicating	systems	use	well-defined	formats	for	exchanging	various	messages.	Each	message	has	an	exact	meaning	intended	to	elicit	a	response
from	a	range	of	possible	responses	predetermined	for	that	particular	situation.	The	specified	behavior	is	typically	independent	of	how	it	is	to	be	implemented.	Communication	protocols	have	to	be	agreed	upon	by	the	parties	involved.[2]	To	reach	an	agreement,	a	protocol	may	be	developed	into	a	technical	standard.	A	programming	language	describes
the	same	for	computations,	so	there	is	a	close	analogy	between	protocols	and	programming	languages:	protocols	are	to	communication	what	programming	languages	are	to	computations.[3]	An	alternate	formulation	states	that	protocols	are	to	communication	what	algorithms	are	to	computation.[4]	Multiple	protocols	often	describe	different	aspects	of
a	single	communication.	A	group	of	protocols	designed	to	work	together	is	known	as	a	protocol	suite;	when	implemented	in	software	they	are	a	protocol	stack.	Internet	communication	protocols	are	published	by	the	Internet	Engineering	Task	Force	(IETF).	The	IEEE	(Institute	of	Electrical	and	Electronics	Engineers)	handles	wired	and	wireless
networking	and	the	International	Organization	for	Standardization	(ISO)	handles	other	types.	The	ITU-T	handles	telecommunications	protocols	and	formats	for	the	public	switched	telephone	network	(PSTN).	As	the	PSTN	and	Internet	converge,	the	standards	are	also	being	driven	towards	convergence.	Further	information:	Protocol	Wars	The	first	use
of	the	term	protocol	in	a	modern	data-commutation	context	occurs	in	April	1967	in	a	memorandum	entitled	A	Protocol	for	Use	in	the	NPL	Data	Communications	Network.	Under	the	direction	of	Donald	Davies,	who	pioneered	packet	switching	at	the	National	Physical	Laboratory	in	the	United	Kingdom,	it	was	written	by	Roger	Scantlebury	and	Keith
Bartlett	for	the	NPL	network.[5][6][7][8][9]	On	the	ARPANET,	the	starting	point	for	host-to-host	communication	in	1969	was	the	1822	protocol,	written	by	Bob	Kahn,	which	defined	the	transmission	of	messages	to	an	IMP.[10]	The	Network	Control	Program	(NCP)	for	the	ARPANET,	developed	by	Steve	Crocker	and	other	graduate	students	including
Jon	Postel	and	Vint	Cerf,	was	first	implemented	in	1970.[11]	The	NCP	interface	allowed	application	software	to	connect	across	the	ARPANET	by	implementing	higher-level	communication	protocols,	an	early	example	of	the	protocol	layering	concept.[12]	The	CYCLADES	network,	designed	by	Louis	Pouzin	in	the	early	1970s	was	the	first	to	implement
the	end-to-end	principle,	and	make	the	hosts	responsible	for	the	reliable	delivery	of	data	on	a	packet-switched	network,	rather	than	this	being	a	service	of	the	network	itself.[13]	His	team	was	the	first	to	tackle	the	highly	complex	problem	of	providing	user	applications	with	a	reliable	virtual	circuit	service	while	using	a	best-effort	service,	an	early
contribution	to	what	will	be	the	Transmission	Control	Protocol	(TCP).[14][15][16]	Bob	Metcalfe	and	others	at	Xerox	PARC	outlined	the	idea	of	Ethernet	and	the	PARC	Universal	Packet	(PUP)	for	internetworking.[17]	Research	in	the	early	1970s	by	Bob	Kahn	and	Vint	Cerf	led	to	the	formulation	of	the	Transmission	Control	Program	(TCP).[18]	Its
RFC	675	specification	was	written	by	Cerf	with	Yogen	Dalal	and	Carl	Sunshine	in	December	1974,	still	a	monolithic	design	at	this	time.	The	International	Network	Working	Group	agreed	on	a	connectionless	datagram	standard	which	was	presented	to	the	CCITT	in	1975	but	was	not	adopted	by	the	CCITT	nor	by	the	ARPANET.[19]	Separate
international	research,	particularly	the	work	of	Rémi	Després,	contributed	to	the	development	of	the	X.25	standard,	based	on	virtual	circuits,	which	was	adopted	by	the	CCITT	in	1976.[20][21]	Computer	manufacturers	developed	proprietary	protocols	such	as	IBM's	Systems	Network	Architecture	(SNA),	Digital	Equipment	Corporation's	DECnet	and
Xerox	Network	Systems.[22]	TCP	software	was	redesigned	as	a	modular	protocol	stack,	referred	to	as	TCP/IP.	This	was	installed	on	SATNET	in	1982	and	on	the	ARPANET	in	January	1983.	The	development	of	a	complete	Internet	protocol	suite	by	1989,	as	outlined	in	RFC	1122	and	RFC	1123,	laid	the	foundation	for	the	growth	of	TCP/IP	as	a
comprehensive	protocol	suite	as	the	core	component	of	the	emerging	Internet.[23]	International	work	on	a	reference	model	for	communication	standards	led	to	the	OSI	model,	published	in	1984.	For	a	period	in	the	late	1980s	and	early	1990s,	engineers,	organizations	and	nations	became	polarized	over	the	issue	of	which	standard,	the	OSI	model	or
the	Internet	protocol	suite,	would	result	in	the	best	and	most	robust	computer	networks.[24][25][26]	The	information	exchanged	between	devices	through	a	network	or	other	media	is	governed	by	rules	and	conventions	that	can	be	set	out	in	communication	protocol	specifications.	The	nature	of	communication,	the	actual	data	exchanged	and	any	state-
dependent	behaviors,	is	defined	by	these	specifications.	In	digital	computing	systems,	the	rules	can	be	expressed	by	algorithms	and	data	structures.	Protocols	are	to	communication	what	algorithms	or	programming	languages	are	to	computations.[3][4]	Operating	systems	usually	contain	a	set	of	cooperating	processes	that	manipulate	shared	data	to
communicate	with	each	other.	This	communication	is	governed	by	well-understood	protocols,	which	can	be	embedded	in	the	process	code	itself.[27][28]	In	contrast,	because	there	is	no	shared	memory,	communicating	systems	have	to	communicate	with	each	other	using	a	shared	transmission	medium.	Transmission	is	not	necessarily	reliable,	and
individual	systems	may	use	different	hardware	or	operating	systems.	To	implement	a	networking	protocol,	the	protocol	software	modules	are	interfaced	with	a	framework	implemented	on	the	machine's	operating	system.	This	framework	implements	the	networking	functionality	of	the	operating	system.[29]	When	protocol	algorithms	are	expressed	in	a
portable	programming	language	the	protocol	software	may	be	made	operating	system	independent.	The	best-known	frameworks	are	the	TCP/IP	model	and	the	OSI	model.	At	the	time	the	Internet	was	developed,	abstraction	layering	had	proven	to	be	a	successful	design	approach	for	both	compiler	and	operating	system	design	and,	given	the
similarities	between	programming	languages	and	communication	protocols,	the	originally	monolithic	networking	programs	were	decomposed	into	cooperating	protocols.[30]	This	gave	rise	to	the	concept	of	layered	protocols	which	nowadays	forms	the	basis	of	protocol	design.[31]	Systems	typically	do	not	use	a	single	protocol	to	handle	a	transmission.
Instead	they	use	a	set	of	cooperating	protocols,	sometimes	called	a	protocol	suite.[32]	Some	of	the	best-known	protocol	suites	are	TCP/IP,	IPX/SPX,	X.25,	AX.25	and	AppleTalk.	The	protocols	can	be	arranged	based	on	functionality	in	groups,	for	instance,	there	is	a	group	of	transport	protocols.	The	functionalities	are	mapped	onto	the	layers,	each	layer
solving	a	distinct	class	of	problems	relating	to,	for	instance:	application-,	transport-,	internet-	and	network	interface-functions.[33]	To	transmit	a	message,	a	protocol	has	to	be	selected	from	each	layer.	The	selection	of	the	next	protocol	is	accomplished	by	extending	the	message	with	a	protocol	selector	for	each	layer.[34]	There	are	two	types	of
communication	protocols,	based	on	their	representation	of	the	content	being	carried:	text-based	and	binary.[35]	A	text-based	protocol	or	plain	text	protocol	represents	its	content	in	human-readable	format,	often	in	plain	text	encoded	in	a	machine-readable	encoding	such	as	ASCII	or	UTF-8,	or	in	structured	text-based	formats	such	as	Intel	hex	format,
XML	or	JSON.	The	immediate	human	readability	stands	in	contrast	to	native	binary	protocols	which	have	inherent	benefits	for	use	in	a	computer	environment	(such	as	ease	of	mechanical	parsing	and	improved	bandwidth	utilization).	Network	applications	have	various	methods	of	encapsulating	data.	One	method	very	common	with	Internet	protocols	is
a	text	oriented	representation	that	transmits	requests	and	responses	as	lines	of	ASCII	text,	terminated	by	a	newline	character	(and	usually	a	carriage	return	character).	Examples	of	protocols	that	use	plain,	human-readable	text	for	its	commands	are	FTP	(File	Transfer	Protocol),	SMTP	(Simple	Mail	Transfer	Protocol),	early	versions	of	HTTP	(Hypertext
Transfer	Protocol),	and	the	finger	protocol.[36]	Text-based	protocols	are	typically	optimized	for	human	parsing	and	interpretation	and	are	therefore	suitable	whenever	human	inspection	of	protocol	contents	is	required,	such	as	during	debugging	and	during	early	protocol	development	design	phases.	A	binary	protocol	utilizes	all	values	of	a	byte,	as
opposed	to	a	text-based	protocol	which	only	uses	values	corresponding	to	human-readable	characters	in	ASCII	encoding.	Binary	protocols	are	intended	to	be	read	by	a	machine	rather	than	a	human	being.	Binary	protocols	have	the	advantage	of	terseness,	which	translates	into	speed	of	transmission	and	interpretation.[37]	Binary	have	been	used	in	the
normative	documents	describing	modern	standards	like	EbXML,	HTTP/2,	HTTP/3	and	EDOC.[38]	An	interface	in	UML[39]	may	also	be	considered	a	binary	protocol.	Getting	the	data	across	a	network	is	only	part	of	the	problem	for	a	protocol.	The	data	received	has	to	be	evaluated	in	the	context	of	the	progress	of	the	conversation,	so	a	protocol	must
include	rules	describing	the	context.	These	kinds	of	rules	are	said	to	express	the	syntax	of	the	communication.	Other	rules	determine	whether	the	data	is	meaningful	for	the	context	in	which	the	exchange	takes	place.	These	kinds	of	rules	are	said	to	express	the	semantics	of	the	communication.	Messages	are	sent	and	received	on	communicating
systems	to	establish	communication.	Protocols	should	therefore	specify	rules	governing	the	transmission.	In	general,	much	of	the	following	should	be	addressed:[40]	Data	formats	for	data	exchange	Digital	message	bitstrings	are	exchanged.	The	bitstrings	are	divided	in	fields	and	each	field	carries	information	relevant	to	the	protocol.	Conceptually	the
bitstring	is	divided	into	two	parts	called	the	header	and	the	payload.	The	actual	message	is	carried	in	the	payload.	The	header	area	contains	the	fields	with	relevance	to	the	operation	of	the	protocol.	Bitstrings	longer	than	the	maximum	transmission	unit	(MTU)	are	divided	in	pieces	of	appropriate	size.[41]	Address	formats	for	data	exchange	Addresses
are	used	to	identify	both	the	sender	and	the	intended	receiver(s).	The	addresses	are	carried	in	the	header	area	of	the	bitstrings,	allowing	the	receivers	to	determine	whether	the	bitstrings	are	of	interest	and	should	be	processed	or	should	be	ignored.	A	connection	between	a	sender	and	a	receiver	can	be	identified	using	an	address	pair	(sender
address,	receiver	address).	Usually,	some	address	values	have	special	meanings.	An	all-1s	address	could	be	taken	to	mean	an	addressing	of	all	stations	on	the	network,	so	sending	to	this	address	would	result	in	a	broadcast	on	the	local	network.	The	rules	describing	the	meanings	of	the	address	value	are	collectively	called	an	addressing	scheme.[42]
Address	mapping	Sometimes	protocols	need	to	map	addresses	of	one	scheme	on	addresses	of	another	scheme.	For	instance,	to	translate	a	logical	IP	address	specified	by	the	application	to	an	Ethernet	MAC	address.	This	is	referred	to	as	address	mapping.[43]	Routing	When	systems	are	not	directly	connected,	intermediary	systems	along	the	route	to
the	intended	receiver(s)	need	to	forward	messages	on	behalf	of	the	sender.	On	the	Internet,	the	networks	are	connected	using	routers.	The	interconnection	of	networks	through	routers	is	called	internetworking.	Detection	of	transmission	errors	Error	detection	is	necessary	on	networks	where	data	corruption	is	possible.	In	a	common	approach,	a	CRC
of	the	data	area	is	added	to	the	end	of	packets,	making	it	possible	for	the	receiver	to	detect	differences	caused	by	corruption.	The	receiver	rejects	the	packets	on	CRC	differences	and	arranges	somehow	for	retransmission.[44]	Acknowledgements	Acknowledgement	of	correct	reception	of	packets	is	required	for	connection-oriented	communication.
Acknowledgments	are	sent	from	receivers	back	to	their	respective	senders.[45]	Loss	of	information	-	timeouts	and	retries	Packets	may	be	lost	on	the	network	or	be	delayed	in	transit.	To	cope	with	this,	under	some	protocols,	a	sender	may	expect	an	acknowledgment	of	correct	reception	from	the	receiver	within	a	certain	amount	of	time.	Thus,	on
timeouts,	the	sender	may	need	to	retransmit	the	information.[a]	In	case	of	a	permanently	broken	link,	the	retransmission	has	no	effect,	so	the	number	of	retransmissions	is	limited.	Exceeding	the	retry	limit	is	considered	an	error.[46]	Direction	of	information	flow	Direction	needs	to	be	addressed	if	transmissions	can	only	occur	in	one	direction	at	a	time
as	on	half-duplex	links	or	from	one	sender	at	a	time	as	on	a	shared	medium.	This	is	known	as	media	access	control.	Arrangements	have	to	be	made	to	accommodate	the	case	of	collision	or	contention	where	two	parties	respectively	simultaneously	transmit	or	wish	to	transmit.[47]	Sequence	control	If	long	bitstrings	are	divided	into	pieces	and	then	sent
on	the	network	individually,	the	pieces	may	get	lost	or	delayed	or,	on	some	types	of	networks,	take	different	routes	to	their	destination.	As	a	result,	pieces	may	arrive	out	of	sequence.	Retransmissions	can	result	in	duplicate	pieces.	By	marking	the	pieces	with	sequence	information	at	the	sender,	the	receiver	can	determine	what	was	lost	or	duplicated,
ask	for	necessary	retransmissions	and	reassemble	the	original	message.[48]	Flow	control	Flow	control	is	needed	when	the	sender	transmits	faster	than	the	receiver	or	intermediate	network	equipment	can	process	the	transmissions.	Flow	control	can	be	implemented	by	messaging	from	receiver	to	sender.[49]	Queueing	Communicating	processes	or
state	machines	employ	queues	(or	"buffers"),	usually	FIFO	queues,	to	deal	with	the	messages	in	the	order	sent,	and	may	sometimes	have	multiple	queues	with	different	prioritization.	Systems	engineering	principles	have	been	applied	to	create	a	set	of	common	network	protocol	design	principles.	The	design	of	complex	protocols	often	involves
decomposition	into	simpler,	cooperating	protocols.	Such	a	set	of	cooperating	protocols	is	sometimes	called	a	protocol	family	or	a	protocol	suite,[32]	within	a	conceptual	framework.	Communicating	systems	operate	concurrently.	An	important	aspect	of	concurrent	programming	is	the	synchronization	of	software	for	receiving	and	transmitting	messages
of	communication	in	proper	sequencing.	Concurrent	programming	has	traditionally	been	a	topic	in	operating	systems	theory	texts.[50]	Formal	verification	seems	indispensable	because	concurrent	programs	are	notorious	for	the	hidden	and	sophisticated	bugs	they	contain.[51]	A	mathematical	approach	to	the	study	of	concurrency	and	communication
is	referred	to	as	communicating	sequential	processes	(CSP).[52]	Concurrency	can	also	be	modeled	using	finite-state	machines,	such	as	Mealy	and	Moore	machines.	Mealy	and	Moore	machines	are	in	use	as	design	tools	in	digital	electronics	systems	encountered	in	the	form	of	hardware	used	in	telecommunication	or	electronic	devices	in	general.[53]
[better	source	needed]	The	literature	presents	numerous	analogies	between	computer	communication	and	programming.	In	analogy,	a	transfer	mechanism	of	a	protocol	is	comparable	to	a	central	processing	unit	(CPU).	The	framework	introduces	rules	that	allow	the	programmer	to	design	cooperating	protocols	independently	of	one	another.	The
TCP/IP	model	or	Internet	layering	scheme	and	its	relation	to	some	common	protocols.	In	modern	protocol	design,	protocols	are	layered	to	form	a	protocol	stack.	Layering	is	a	design	principle	that	divides	the	protocol	design	task	into	smaller	steps,	each	of	which	accomplishes	a	specific	part,	interacting	with	the	other	parts	of	the	protocol	only	in	a
small	number	of	well-defined	ways.	Layering	allows	the	parts	of	a	protocol	to	be	designed	and	tested	without	a	combinatorial	explosion	of	cases,	keeping	each	design	relatively	simple.	The	communication	protocols	in	use	on	the	Internet	are	designed	to	function	in	diverse	and	complex	settings.	Internet	protocols	are	designed	for	simplicity	and
modularity	and	fit	into	a	coarse	hierarchy	of	functional	layers	defined	in	the	Internet	Protocol	Suite.[54]	The	first	two	cooperating	protocols,	the	Transmission	Control	Protocol	(TCP)	and	the	Internet	Protocol	(IP)	resulted	from	the	decomposition	of	the	original	Transmission	Control	Program,	a	monolithic	communication	protocol,	into	this	layered
communication	suite.	The	OSI	model	was	developed	internationally	based	on	experience	with	networks	that	predated	the	internet	as	a	reference	model	for	general	communication	with	much	stricter	rules	of	protocol	interaction	and	rigorous	layering.	Typically,	application	software	is	built	upon	a	robust	data	transport	layer.	Underlying	this	transport
layer	is	a	datagram	delivery	and	routing	mechanism	that	is	typically	connectionless	in	the	Internet.	Packet	relaying	across	networks	happens	over	another	layer	that	involves	only	network	link	technologies,	which	are	often	specific	to	certain	physical	layer	technologies,	such	as	Ethernet.	Layering	provides	opportunities	to	exchange	technologies	when
needed,	for	example,	protocols	are	often	stacked	in	a	tunneling	arrangement	to	accommodate	the	connection	of	dissimilar	networks.	For	example,	IP	may	be	tunneled	across	an	Asynchronous	Transfer	Mode	(ATM)	network.	Figure	3.	Message	flows	using	a	protocol	suite.	Black	loops	show	the	actual	messaging	loops,	red	loops	are	the	effective
communication	between	layers	enabled	by	the	lower	layers.	Protocol	layering	forms	the	basis	of	protocol	design.[31]	It	allows	the	decomposition	of	single,	complex	protocols	into	simpler,	cooperating	protocols.[54]	The	protocol	layers	each	solve	a	distinct	class	of	communication	problems.	Together,	the	layers	make	up	a	layering	scheme	or	model.
Computations	deal	with	algorithms	and	data;	Communication	involves	protocols	and	messages;	So	the	analog	of	a	data	flow	diagram	is	some	kind	of	message	flow	diagram.[4]	To	visualize	protocol	layering	and	protocol	suites,	a	diagram	of	the	message	flows	in	and	between	two	systems,	A	and	B,	is	shown	in	figure	3.	The	systems,	A	and	B,	both	make
use	of	the	same	protocol	suite.	The	vertical	flows	(and	protocols)	are	in-system	and	the	horizontal	message	flows	(and	protocols)	are	between	systems.	The	message	flows	are	governed	by	rules,	and	data	formats	specified	by	protocols.	The	blue	lines	mark	the	boundaries	of	the	(horizontal)	protocol	layers.	Figure	5:	Protocol	and	software	layering.	The
software	modules	implementing	the	protocols	are	represented	by	cubes.	The	information	flow	between	the	modules	is	represented	by	arrows.	The	(top	two	horizontal)	red	arrows	are	virtual.	The	blue	lines	mark	the	layer	boundaries.	The	software	supporting	protocols	has	a	layered	organization	and	its	relationship	with	protocol	layering	is	shown	in
figure	5.	To	send	a	message	on	system	A,	the	top-layer	software	module	interacts	with	the	module	directly	below	it	and	hands	over	the	message	to	be	encapsulated.	The	lower	module	fills	in	the	header	data	in	accordance	with	the	protocol	it	implements	and	interacts	with	the	bottom	module	which	sends	the	message	over	the	communications	channel
to	the	bottom	module	of	system	B.	On	the	receiving	system	B	the	reverse	happens,	so	ultimately	the	message	gets	delivered	in	its	original	form	to	the	top	module	of	system	B.[55]	Program	translation	is	divided	into	subproblems.	As	a	result,	the	translation	software	is	layered	as	well,	allowing	the	software	layers	to	be	designed	independently.	The	same
approach	can	be	seen	in	the	TCP/IP	layering.[56]	The	modules	below	the	application	layer	are	generally	considered	part	of	the	operating	system.	Passing	data	between	these	modules	is	much	less	expensive	than	passing	data	between	an	application	program	and	the	transport	layer.	The	boundary	between	the	application	layer	and	the	transport	layer	is
called	the	operating	system	boundary.[57]	Strictly	adhering	to	a	layered	model,	a	practice	known	as	strict	layering,	is	not	always	the	best	approach	to	networking.[58]	Strict	layering	can	have	a	negative	impact	on	the	performance	of	an	implementation.[59]	Although	the	use	of	protocol	layering	is	today	ubiquitous	across	the	field	of	computer
networking,	it	has	been	historically	criticized	by	many	researchers[60]	as	abstracting	the	protocol	stack	in	this	way	may	cause	a	higher	layer	to	duplicate	the	functionality	of	a	lower	layer,	a	prime	example	being	error	recovery	on	both	a	per-link	basis	and	an	end-to-end	basis.[61]	Commonly	recurring	problems	in	the	design	and	implementation	of
communication	protocols	can	be	addressed	by	software	design	patterns.[62][63][64][65][66]	Popular	formal	methods	of	describing	communication	syntax	are	Abstract	Syntax	Notation	One	(an	ISO	standard)	and	augmented	Backus–Naur	form	(an	IETF	standard).	Finite-state	machine	models	are	used	to	formally	describe	the	possible	interactions	of	the
protocol.[67][68]	and	communicating	finite-state	machines[69]	For	communication	to	occur,	protocols	have	to	be	selected.	The	rules	can	be	expressed	by	algorithms	and	data	structures.	Hardware	and	operating	system	independence	is	enhanced	by	expressing	the	algorithms	in	a	portable	programming	language.	Source	independence	of	the
specification	provides	wider	interoperability.	Protocol	standards	are	commonly	created	by	obtaining	the	approval	or	support	of	a	standards	organization,	which	initiates	the	standardization	process.	The	members	of	the	standards	organization	agree	to	adhere	to	the	work	result	on	a	voluntary	basis.	Often	the	members	are	in	control	of	large	market
shares	relevant	to	the	protocol	and	in	many	cases,	standards	are	enforced	by	law	or	the	government	because	they	are	thought	to	serve	an	important	public	interest,	so	getting	approval	can	be	very	important	for	the	protocol.	The	need	for	protocol	standards	can	be	shown	by	looking	at	what	happened	to	the	Binary	Synchronous	Communications	(BSC)
protocol	invented	by	IBM.	BSC	is	an	early	link-level	protocol	used	to	connect	two	separate	nodes.	It	was	originally	not	intended	to	be	used	in	a	multinode	network,	but	doing	so	revealed	several	deficiencies	of	the	protocol.	In	the	absence	of	standardization,	manufacturers	and	organizations	felt	free	to	enhance	the	protocol,	creating	incompatible
versions	on	their	networks.	In	some	cases,	this	was	deliberately	done	to	discourage	users	from	using	equipment	from	other	manufacturers.	There	are	more	than	50	variants	of	the	original	bi-sync	protocol.	One	can	assume,	that	a	standard	would	have	prevented	at	least	some	of	this	from	happening.[29]	In	some	cases,	protocols	gain	market	dominance
without	going	through	a	standardization	process.	Such	protocols	are	referred	to	as	de	facto	standards.	De	facto	standards	are	common	in	emerging	markets,	niche	markets,	or	markets	that	are	monopolized	(or	oligopolized).	They	can	hold	a	market	in	a	very	negative	grip,	especially	when	used	to	scare	away	competition.	From	a	historical	perspective,
standardization	should	be	seen	as	a	measure	to	counteract	the	ill-effects	of	de	facto	standards.	Positive	exceptions	exist;	a	de	facto	standard	operating	system	like	Linux	does	not	have	this	negative	grip	on	its	market,	because	the	sources	are	published	and	maintained	in	an	open	way,	thus	inviting	competition.	Some	of	the	standards	organizations	of
relevance	for	communication	protocols	are	the	International	Organization	for	Standardization	(ISO),	the	International	Telecommunication	Union	(ITU),	the	Institute	of	Electrical	and	Electronics	Engineers	(IEEE),	and	the	Internet	Engineering	Task	Force	(IETF).	The	IETF	maintains	the	protocols	in	use	on	the	Internet.	The	IEEE	controls	many	software
and	hardware	protocols	in	the	electronics	industry	for	commercial	and	consumer	devices.	The	ITU	is	an	umbrella	organization	of	telecommunication	engineers	designing	the	public	switched	telephone	network	(PSTN),	as	well	as	many	radio	communication	systems.	For	marine	electronics	the	NMEA	standards	are	used.	The	World	Wide	Web
Consortium	(W3C)	produces	protocols	and	standards	for	Web	technologies.	International	standards	organizations	are	supposed	to	be	more	impartial	than	local	organizations	with	a	national	or	commercial	self-interest	to	consider.	Standards	organizations	also	do	research	and	development	for	standards	of	the	future.	In	practice,	the	standards
organizations	mentioned,	cooperate	closely	with	each	other.[70]	Multiple	standards	bodies	may	be	involved	in	the	development	of	a	protocol.	If	they	are	uncoordinated,	then	the	result	may	be	multiple,	incompatible	definitions	of	a	protocol,	or	multiple,	incompatible	interpretations	of	messages;	important	invariants	in	one	definition	(e.g.,	that	time-to-
live	values	are	monotone	decreasing	to	prevent	stable	routing	loops)	may	not	be	respected	in	another.[71]	In	the	ISO,	the	standardization	process	starts	off	with	the	commissioning	of	a	sub-committee	workgroup.	The	workgroup	issues	working	drafts	and	discussion	documents	to	interested	parties	(including	other	standards	bodies)	in	order	to	provoke
discussion	and	comments.	This	will	generate	a	lot	of	questions,	much	discussion	and	usually	some	disagreement.	These	comments	are	taken	into	account	and	a	draft	proposal	is	produced	by	the	working	group.	After	feedback,	modification,	and	compromise	the	proposal	reaches	the	status	of	a	draft	international	standard,	and	ultimately	an
international	standard.	International	standards	are	reissued	periodically	to	handle	the	deficiencies	and	reflect	changing	views	on	the	subject.[72]	OSI	modelby	layer	7.		Application	layer	NNTP	SIP	SSI	DNS	FTP	Gopher	HTTP	(HTTP/3)	NFS	NTP	SMPP	SSH	SMTP	SNMP	Telnet	DHCP	NETCONF	more....	6.		Presentation	layer	MIME	XDR	ASN.1	ASCII
TLS	PGP	5.		Session	layer	Named	pipe	NetBIOS	SAP	PPTP	RTP	SOCKS	X.225[73]	4.		Transport	layer	TCP	UDP	SCTP	DCCP	QUIC	SPX	3.		Network	layer	IP	IPv4	IPv6	ICMP	(ICMPv6)	IPsec	IGMP	IPX	IS-IS	AppleTalk	X.25	PLP	2.		Data	link	layer	ATM	ARP	SDLC	HDLC	CSLIP	SLIP	GFP	PLIP	IEEE	802	LLC	MAC	L2TP	Frame	Relay	ITU-T	G.hn	DLL	PPP
X.25	LAPB	Q.922	LAPF	1.		Physical	layer	RS-232	RS-449	ITU-T	V-Series	I.430	I.431	PDH	SONET/SDH	PON	OTN	DSL	IEEE	802	IEEE	1394	ITU-T	G.hn	PHY	USB	Bluetooth	X.21	vte	A	lesson	learned	from	ARPANET,	the	predecessor	of	the	Internet,	was	that	protocols	need	a	framework	to	operate.	It	is	therefore	important	to	develop	a	general-purpose,
future-proof	framework	suitable	for	structured	protocols	(such	as	layered	protocols)	and	their	standardization.	This	would	prevent	protocol	standards	with	overlapping	functionality	and	would	allow	clear	definition	of	the	responsibilities	of	a	protocol	at	the	different	levels	(layers).[74]	This	gave	rise	to	the	Open	Systems	Interconnection	model	(OSI
model),	which	is	used	as	a	framework	for	the	design	of	standard	protocols	and	services	conforming	to	the	various	layer	specifications.[75]	In	the	OSI	model,	communicating	systems	are	assumed	to	be	connected	by	an	underlying	physical	medium	providing	a	basic	transmission	mechanism.	The	layers	above	it	are	numbered.	Each	layer	provides	service
to	the	layer	above	it	using	the	services	of	the	layer	immediately	below	it.	The	top	layer	provides	services	to	the	application	process.	The	layers	communicate	with	each	other	by	means	of	an	interface,	called	a	service	access	point.	Corresponding	layers	at	each	system	are	called	peer	entities.	To	communicate,	two	peer	entities	at	a	given	layer	use	a
protocol	specific	to	that	layer	which	is	implemented	by	using	services	of	the	layer	below.[76]	For	each	layer,	there	are	two	types	of	standards:	protocol	standards	defining	how	peer	entities	at	a	given	layer	communicate,	and	service	standards	defining	how	a	given	layer	communicates	with	the	layer	above	it.	In	the	OSI	model,	the	layers	and	their
functionality	are	(from	highest	to	lowest	layer):	The	Application	layer	may	provide	the	following	services	to	the	application	processes:	identification	of	the	intended	communication	partners,	establishment	of	the	necessary	authority	to	communicate,	determination	of	availability	and	authentication	of	the	partners,	agreement	on	privacy	mechanisms	for
the	communication,	agreement	on	responsibility	for	error	recovery	and	procedures	for	ensuring	data	integrity,	synchronization	between	cooperating	application	processes,	identification	of	any	constraints	on	syntax	(e.g.	character	sets	and	data	structures),	determination	of	cost	and	acceptable	quality	of	service,	selection	of	the	dialogue	discipline,
including	required	logon	and	logoff	procedures.[77]	The	presentation	layer	may	provide	the	following	services	to	the	application	layer:	a	request	for	the	establishment	of	a	session,	data	transfer,	negotiation	of	the	syntax	to	be	used	between	the	application	layers,	any	necessary	syntax	transformations,	formatting	and	special	purpose	transformations
(e.g.,	data	compression	and	data	encryption).[78]	The	session	layer	may	provide	the	following	services	to	the	presentation	layer:	establishment	and	release	of	session	connections,	normal	and	expedited	data	exchange,	a	quarantine	service	which	allows	the	sending	presentation	entity	to	instruct	the	receiving	session	entity	not	to	release	data	to	its
presentation	entity	without	permission,	interaction	management	so	presentation	entities	can	control	whose	turn	it	is	to	perform	certain	control	functions,	resynchronization	of	a	session	connection,	reporting	of	unrecoverable	exceptions	to	the	presentation	entity.[79]	The	transport	layer	provides	reliable	and	transparent	data	transfer	in	a	cost-effective
way	as	required	by	the	selected	quality	of	service.	It	may	support	the	multiplexing	of	several	transport	connections	on	to	one	network	connection	or	split	one	transport	connection	into	several	network	connections.[80]	The	network	layer	does	the	setup,	maintenance	and	release	of	network	paths	between	transport	peer	entities.	When	relays	are
needed,	routing	and	relay	functions	are	provided	by	this	layer.	The	quality	of	service	is	negotiated	between	network	and	transport	entities	at	the	time	the	connection	is	set	up.	This	layer	is	also	responsible	for	network	congestion	control.[81]	The	data	link	layer	does	the	setup,	maintenance	and	release	of	data	link	connections.	Errors	occurring	in	the
physical	layer	are	detected	and	may	be	corrected.	Errors	are	reported	to	the	network	layer.	The	exchange	of	data	link	units	(including	flow	control)	is	defined	by	this	layer.[82]	The	physical	layer	describes	details	like	the	electrical	characteristics	of	the	physical	connection,	the	transmission	techniques	used,	and	the	setup,	maintenance	and	clearing	of
physical	connections.[83]	In	contrast	to	the	TCP/IP	layering	scheme,	which	assumes	a	connectionless	network,	RM/OSI	assumed	a	connection-oriented	network.[84]	Connection-oriented	networks	are	more	suitable	for	wide	area	networks	and	connectionless	networks	are	more	suitable	for	local	area	networks.	Connection-oriented	communication
requires	some	form	of	session	and	(virtual)	circuits,	hence	the	(in	the	TCP/IP	model	lacking)	session	layer.	The	constituent	members	of	ISO	were	mostly	concerned	with	wide	area	networks,	so	the	development	of	RM/OSI	concentrated	on	connection-oriented	networks	and	connectionless	networks	were	first	mentioned	in	an	addendum	to	RM/OSI[85]
[86]	and	later	incorporated	into	an	update	to	RM/OSI.[87]	At	the	time,[when?]	the	IETF	had	to	cope	with	this	and	the	fact	that	the	Internet	needed	protocols	that	simply	were	not	there.[citation	needed]	As	a	result,	the	IETF	developed	its	own	standardization	process	based	on	"rough	consensus	and	running	code".[88]	The	standardization	process	is
described	by	RFC	2026.	Nowadays,	the	IETF	has	become	a	standards	organization	for	the	protocols	in	use	on	the	Internet.	RM/OSI	has	extended	its	model	to	include	connectionless	services	and	because	of	this,	both	TCP	and	IP	could	be	developed	into	international	standards.[citation	needed]	Main	article:	Wire	data	The	wire	image	of	a	protocol	is	the
information	that	a	non-participant	observer	is	able	to	glean	from	observing	the	protocol	messages,	including	both	information	explicitly	given	meaning	by	the	protocol,	but	also	inferences	made	by	the	observer.[89]	Unencrypted	protocol	metadata	is	one	source	making	up	the	wire	image,	and	side-channels	including	packet	timing	also	contribute.[90]
Different	observers	with	different	vantages	may	see	different	wire	images.[91]	The	wire	image	is	relevant	to	end-user	privacy	and	the	extensibility	of	the	protocol.[92]	If	some	portion	of	the	wire	image	is	not	cryptographically	authenticated,	it	is	subject	to	modification	by	intermediate	parties	(i.e.,	middleboxes),	which	can	influence	protocol	operation.
[90]	Even	if	authenticated,	if	a	portion	is	not	encrypted,	it	will	form	part	of	the	wire	image,	and	intermediate	parties	may	intervene	depending	on	its	content	(e.g.,	dropping	packets	with	particular	flags).	Signals	deliberately	intended	for	intermediary	consumption	may	be	left	authenticated	but	unencrypted.[93]	The	wire	image	can	be	deliberately
engineered,	encrypting	parts	that	intermediaries	should	not	be	able	to	observe	and	providing	signals	for	what	they	should	be	able	to.[94]	If	provided	signals	are	decoupled	from	the	protocol's	operation,	they	may	become	untrustworthy.[95]	Benign	network	management	and	research	are	affected	by	metadata	encryption;	protocol	designers	must
balance	observability	for	operability	and	research	against	ossification	resistance	and	end-user	privacy.[92]	The	IETF	announced	in	2014	that	it	had	determined	that	large-scale	surveillance	of	protocol	operations	is	an	attack	due	to	the	ability	to	infer	information	from	the	wire	image	about	users	and	their	behaviour,[96]	and	that	the	IETF	would	"work
to	mitigate	pervasive	monitoring"	in	its	protocol	designs;[97]	this	had	not	been	done	systematically	previously.[97]	The	Internet	Architecture	Board	recommended	in	2023	that	disclosure	of	information	by	a	protocol	to	the	network	should	be	intentional,[98]	performed	with	the	agreement	of	both	recipient	and	sender,[99]	authenticated	to	the	degree
possible	and	necessary,[100]	only	acted	upon	to	the	degree	of	its	trustworthiness,[101]	and	minimised	and	provided	to	a	minimum	number	of	entities.[102][103]	Engineering	the	wire	image	and	controlling	what	signals	are	provided	to	network	elements	was	a	"developing	field"	in	2023,	according	to	the	IAB.[104]	Main	article:	protocol	ossification
Protocol	ossification	is	the	loss	of	flexibility,	extensibility	and	evolvability	of	network	protocols.	This	is	largely	due	to	middleboxes	that	are	sensitive	to	the	wire	image	of	the	protocol,	and	which	can	interrupt	or	interfere	with	messages	that	are	valid	but	which	the	middlebox	does	not	correctly	recognize.[105]	This	is	a	violation	of	the	end-to-end
principle.[106]	Secondary	causes	include	inflexibility	in	endpoint	implementations	of	protocols.[107]	Ossification	is	a	major	issue	in	Internet	protocol	design	and	deployment,	as	it	can	prevent	new	protocols	or	extensions	from	being	deployed	on	the	Internet,	or	place	strictures	on	the	design	of	new	protocols;	new	protocols	may	have	to	be	encapsulated
in	an	already-deployed	protocol	or	mimic	the	wire	image	of	another	protocol.[108]	Because	of	ossification,	the	Transmission	Control	Protocol	(TCP)	and	User	Datagram	Protocol	(UDP)	are	the	only	practical	choices	for	transport	protocols	on	the	Internet,[109]	and	TCP	itself	has	significantly	ossified,	making	extension	or	modification	of	the	protocol
difficult.[110]	Recommended	methods	of	preventing	ossification	include	encrypting	protocol	metadata,[111]	and	ensuring	that	extension	points	are	exercised	and	wire	image	variability	is	exhibited	as	fully	as	possible;[112]	remedying	existing	ossification	requires	coordination	across	protocol	participants.[113]	QUIC	is	the	first	IETF	transport	protocol
to	have	been	designed	with	deliberate	anti-ossification	properties.[89]	Classification	schemes	for	protocols	usually	focus	on	the	domain	of	use	and	function.	As	an	example	of	domain	of	use,	connection-oriented	protocols	and	connectionless	protocols	are	used	on	connection-oriented	networks	and	connectionless	networks	respectively.	An	example	of
function	is	a	tunneling	protocol,	which	is	used	to	encapsulate	packets	in	a	high-level	protocol	so	that	the	packets	can	be	passed	across	a	transport	system	using	the	high-level	protocol.	A	layering	scheme	combines	both	function	and	domain	of	use.	The	dominant	layering	schemes	are	the	ones	developed	by	the	IETF	and	by	ISO.	Despite	the	fact	that	the



underlying	assumptions	of	the	layering	schemes	are	different	enough	to	warrant	distinguishing	the	two,	it	is	a	common	practice	to	compare	the	two	by	relating	common	protocols	to	the	layers	of	the	two	schemes.[114]	The	layering	scheme	from	the	IETF	is	called	Internet	layering	or	TCP/IP	layering.	The	layering	scheme	from	ISO	is	called	the	OSI
model	or	ISO	layering.	In	networking	equipment	configuration,	a	term-of-art	distinction	is	often	drawn:	The	term	protocol	strictly	refers	to	the	transport	layer,	and	the	term	service	refers	to	protocols	utilizing	a	protocol	for	transport.	In	the	common	case	of	TCP	and	UDP,	services	are	distinguished	by	port	numbers.	Conformance	to	these	port	numbers
is	voluntary,	so	in	content	inspection	systems	the	term	service	strictly	refers	to	port	numbers,	and	the	term	application	is	often	used	to	refer	to	protocols	identified	through	inspection	signatures.	Cryptographic	protocol	–	Aspect	of	cryptography	Lists	of	network	protocols	Protocol	Builder	–	Programming	tool	to	build	network	connectivity	components	^
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